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1. Layer 7 Firewall Configuration Guide (Recommend)
If you use a layer 7 firewall in your internal network, please whitelist the following URL. If you don’t use a layer 7 firewall, please go to the step 2.
Note
We recommend our clients use the layer 7 firewall to whitelist the URLs because some special PAXSTORE URLs are mapped to dynamic IPs. URL whitelist can avoid potential failed requests.
If you previously configured the firewall rules for PAXSTORE URLs, just keep the same settings as before. Then refer the below table to add the additional URLs and change the ports of URLs (If any differences). 
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[bookmark: OLE_LINK2]





# For PAXSTORE Production (Android Devices)
URL: api.paxstore.us          Protocol: HTTPS Ports: 443
URL: www.paxstore.us      Protocol: HTTPS Ports: 443
[bookmark: OLE_LINK5]URL: mpush.paxstore.us   Protocol: HTTPS Ports:  443
URL: auth.paxstore.us       Protocol: HTTPS Ports:  443
      Important: 
If you have your own PAXSTORE Marketplace, please add one more custom URL: your_marketplace_name.paxstore.us besides the firewall rules above into the firewall outbound rules. 
For example, if your Marketplace’s custom URL is paxit.paxstore.us, you need to add the rules as follows.
URL: api.paxstore.us          Protocol: HTTPS Ports: 443
URL: www.paxstore.us      Protocol: HTTPS Ports: 443
URL: mpush.paxstore.us   Protocol: HTTPS Ports:  443
URL: auth.paxstore.us       Protocol: HTTPS Ports:  443
URL: paxit.paxstore.us     Protocol: HTTPS Ports:  443















[bookmark: OLE_LINK8]# For PAXSTORE Production (Traditional Devices)
[bookmark: _Hlk82599928]URL: pl.paxstore.us Protocol: HTTPS   Ports: 6370 and 9080
URL: t.paxstore.us   Protocol: HTTPS   Ports: 6370 and 9080


2. [bookmark: _Hlk82694234]Network Firewall Configuration Guide
Please contact your network engineer/IT administrator to add the following IPs and ports in the firewall outbound rules.

# For PAXSTORE Production (Android Devices)
IP settings with subnet mask:
IP: 13.32.0.0/15      Protocol: HTTPS  Ports: 443
IP: 13.224.0.0/14    Protocol: HTTPS  Ports: 443
IP: 143.204.0.0/16  Protocol: HTTPS  Ports: 443
IP: 99.84.0.0/16      Protocol: HTTPS  Ports: 443
IP: 54.230.0.0/17    Protocol: HTTPS  Ports: 443
IP: 54.192.0.0/16    Protocol: HTTPS  Ports: 443

# For PAXSTORE Production (Traditional Devices)
IP settings with subnet mask:
[bookmark: OLE_LINK11]IP: 18.119.60.30/32      Protocol: HTTPS    Ports: 6370 and 9080 
IP: 3.141.250.74/32      Protocol: HTTPS    Ports: 6370 and 9080

3. [bookmark: _Hlk82694253]PAXSTORE IPs change notification
[bookmark: OLE_LINK9][bookmark: _Hlk82694267]PAX will notify customer when the firewall outbound IP list changes. Please provide customer contact email to PAX Sales Representative. 

4. [bookmark: _Hlk82694273]Need Help?
[bookmark: _Hlk82694281]If you encounter PAXSTORE functionality problems, please contact PAXSTORE support. 
Contact us
Email: paxstore.support@pax.us
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